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Zero-Day Exploits

- Worms and viruses can spread across the world in minutes.

— Zero-day attack (zero-day threat), is a computer attack that tries to exploit
software vulnerabilities.

— Zero-hour describes the moment when the exploit is discovered.
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Zero-Day Exploits

- How does an organization stop zero-day attacks?
— Firewalls can't!
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How do you protect your computer?

- Do you constantly:
— Sit there looking at Task Manager for nefarious processes?

— Look at the Event Viewer logs looking for anything suspicious?

- You rely on anti-virus software and firewall features.



How do you protect a network?

- Have someone continuously monitor the network and analyze log
files.
» Obviously the solution is not very scalable.
—Manually analyzing log file information is a time-consuming task.
—It provides a limited view of the attacks being launched.
—By the time that the logs are analyzed, the attack has already begun.



Solutions

Networks must be able to instantly recognize and mitigate worm and virus
threats.

Two solution has evolved:
Intrusion Detection Systems (IDS) 3 First generation
Intrusion Prevention Systems (IPS) 3% Second generation

IDS and IPS technologies use sets of rules, called signatures, to detect
typical intrusive activity.



IDS and IPS Sensors

IDS and IPS technology are deployed as a sensor in:
A router configured with Cisco |IOS IPS Software.
A network module installed in router, an ASA, or a Catalyst switch.
An appliance specifically designed to provide dedicated IDS or IPS services.
Host software running on individual clients and servers.

Note:
Some confusion can arise when discussing IPS.

There are many ways to deploy it and every method differs slightly from the
other.

The focus of this chapter is on Cisco IOS IPS Software.



Intrusion Detection System

- An IDS monitors traffic offline and
generates an alert (log) when it
detects malicious traffic including:

— Reconnaissance attacks
— Access attacks
— Denial of Service attacks
- Itis a passive device because it

analyzes copies of the traffic
stream traffic.

— Only requires a promiscuous
interface.

— Does not slow network traffic.

— Allows some malicious traffic into
the network.




Intrusion Prevention System
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- It builds upon IDS technology to
detect attacks.

— However, it can also immediately
address the threat.

- An IPS is an active device
because all traffic must pass
through it.

— Referred to as “inline-mode’, it
works inline in real time to monitor
Layer 2 through Layer 7 traffic and
content.

— It can also stop single-packet
attacks from reaching the target
system (IDS cannot).

Management Console




Intrusion Prevention

The ability to stop attacks against the network and provide the
following active defense mechanisms:

Detection — Identifies malicious attacks on network and host resources.
Prevention — Stops the detected attack from executing.

Reaction — Immunizes the system from future attacks from a malicious
source.

Either technology can be implemented at a network level, host
level, or both for maximum protection.



Comparing IDS and IPS Solutions

IDS (Promiscuous Mode) IPS (Inline Mode)

« Response action cannot stop trigger Some impact on

packets. network (latency,




Which should be implemented?

The technologies are not mutually exclusive.

IDS and IPS technologies can complement each other.

For example, an IDS can be implemented to validate IPS operation, because
IDS can be configured for deeper packet inspection offline allowing the IPS to
focus on fewer but more critical traffic patterns inline.

Deciding which implementation is used should be based on the
security goals stated in the network security policy.



Network Based IPS



Network-Based IPS

- Implementation analyzes network-wide activity looking for malicious
activity.
— Configured to monitor known signatures but can also detect abnormal traffic
patterns.

- Configured on:
— Dedicated IPS appliances
— ISR routers

— ASA firewall appliances
— Catalyst 6500 network modules

Web Server DNS Server



Network-Based IPS Features

- Sensors are connected to network segments.
— Asingle sensor can monitor many hosts.

- Sensors are network appliances tuned for intrusion detection analysis.
— The operating system is “hardened.”
— The hardware is dedicated to intrusion detection analysis.

- Growing networks are easily protected.
— New hosts and devices can be added without adding sensors.
— New sensors can be easily added to new networks.



Cisco Network IPS Deployment

Web Server DNS Server



IPS Signatures



Exploit Signatures

« Port sweeps
« Port scans
« TCP SYN attack




IPS Signatures

To stop incoming malicious traffic, the network must first be able to
identify it.

Fortunately, malicious traffic displays distinct characteristics or "signatures."
A signature is a set of rules that an IDS and an IPS use to detect typical
intrusive activity, such as DoS attacks.

Signatures uniquely identify specific worms, viruses, protocol anomalies, or
malicious traffic.

IPS sensors are tuned to look for matching signatures or abnormal traffic
patterns.

IPS signatures are conceptually similar to the virus.dat file used by virus
scanners.



Signature Attributes

- Signatures have three distinctive attributes:
— Signature Type

Atomic (one packet required)
Composite (many packets required)
— Trigger (alarm)
— Action



Signature Type



Signature Type — Atomic Signature

- Simplest form of an attack as it consists of a single packet, activity, or
event that is examined to determine if it matches a configured signature.

— Ifit does, an alarm is triggered, and a signature action is performed.

— It does not require any knowledge of past or future activities (No state
information is required).



Signature Type — Atomic Signature Example

A LAND attack contains a spoofed TCP SYN packet with the IP address
of the target host as both source and destination causing the machine to
reply to itself continuously.
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Signature Type — Composite Signature

- Also called a stateful signature, it identifies a sequence of
operations distributed across multiple hosts over an arbitrary
period of time (event horizon).

— Event horizon: The length of time that the signatures must maintain state.

- Usually requires several pieces of data to match an attack
signature, and an IPS device must maintain state.



Signature Type — Composite Signature

- The length of an event horizon varies from one signature to another.

— An IPS cannot maintain state information indefinitely without eventually
running out of resources.

- Therefore, an IPS uses a configured event horizon to determine how
long it looks for a specific attack signature when an initial signature
component is detected.

— Configuring the length of the event horizon is a tradeoff between consuming
system resources and being able to detect an attack that occurs over an
extended period of time.



Signature File

As new threats are identified, new signatures must be created and
uploaded to an IPS.

To make this process easier, all signatures are contained in a signature
file and uploaded to an IPS on a regular basis.

Networks deploying the latest signature files are better protected against
network intrusions.



Signature File

- For example, the LAND attack is identified in the Impossible IP Packet
signature (signature 1102.0).

— Asignature file contains that signature and many more.
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Signature Examples

Description

1307 TCP Window Size This signature will fire when the TCP
Variation window varies in a suspect manner.




Signature Micro - Engines

To make the scanning of signatures more efficient, Cisco 10S
software relies on signature micro-engines (SME), which
categorize common signatures in groups.

Cisco |OS software can then scan for multiple signatures based on group
characteristics, instead of one at a time.

The available SMEs vary depending on the platform, Cisco 10S
version, and version of the signature file.



Signature Micro - Engines
SMEs are constantly being updated.

For example, before Release 12.4(11T), the Cisco IPS signature format used
version 4.x.

Since 10S 12.4(11)T, Cisco introduced version 5.x, an improved
IPS signature format.

The new version supports encrypted signature parameters and other features
such as signature risk rating, which rates the signature on security risk.



Signature Micro - Engines
- Cisco I0S Release 12.4(6)T defines five micro-engines:

Signature Description

“  Signatures that examine the many services that are attacked.

m » Supports flexible pattern matching and Trend Labs signatures.




Version 4.x

SME Prior 12.4(11)T

Version 5.x
SME 12.4(11)T and

Signature Micro - Engines

Description

later

ATOMIC.IP ATOMIC.IP Provides simple Layer 3 IP alarms.
Provides simple Internet Control Message Protocol (ICMP) alarms based on the following
ATOMIC.ICMP ATOMIC.IP parameters: type, code, sequence, and ID.
ATOMIC.IPOPTIONS ATOMIC.IP Provides simple alarms based on the decoding of Layer 3 options.
Provides simple User Datagram Protocol (UDP) packet alarms based on the following
ATOMIC.UDP ATOMIC.IP parameters: port, direction, and data length.
ATOMIC.TCP ATOMIC.IP Provides simple TCP packet alarms based on the following parameters: port, destination,
and flags.
SERVICE.DNS SERVICE.DNS Analyzes the Domain Name System (DNS) service.
SERVICE.RPC SERVICE.RPC Analyzes the remote-procedure call (RPC) service.
SERVICE.SMTP STATE Inspects Simple Mail Transfer Protocol (SMTP).
SERVICE.HTTP SERVICE.HTTP Prowdeg HTTP protocol decode-based string engine that includes ant evasive URL de-
obfuscation.
SERVICE.FTP SERVICE.FTP Provides FTP service special decode alarms.




Signature Micro - Engines

Version 4.x
SME Prior 12.4(11)T

MULTI-STRING

Version 5.x

SME 12.4(11)T and
later

MULTI-STRING

Description

Supportsflexible pattern matchingand supports Trend Labs signatures

OTHER

NORMALIZER

Provides internal engine to handle miscellaneous signatures




Updating Signatures

Cisco investigates / creates signatures for new threats as they are
discovered and publishes them regularly.

Lower priority IPS signature files are published biweekly.

If the threat is severe, Cisco publishes signature files within hours of
identification.

Update the signature file regularly to protect the network.

Each update includes new signatures and all the signatures in the previous
version.

* For example, signature file |I0S-S361-CLI.pkg includes all signatures in file IOS-
S360-CLI.pkg plus signatures created for threats discovered subsequently.

New signatures are downloadable from CCO.
Requires a valid CCO login.



Updating Signatures
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Signature Trigger



Signature Trigger (Signature Alarm)

- The signature trigger for an IPS sensor is anything that can
reliably signal an intrusion or security policy violation.

— E.g., a packet with a payload containing a specific string going to a specific
port.

- The Cisco IPS 4200 Series Sensors and Cisco Catalyst 6500 -
IDSM can use four types of signature triggers:
— Pattern-based detection
— Policy-based detection
— Anomaly-based detection
— Honey pot-based detection



Pattern-Based Detection

- Pattern-based detection (signature-based detection), is the
simplest triggering mechanism because it searches for a specific,
pre-defined pattern.

- The IPS sensor compares the network traffic to a database of
known attacks and triggers an alarm or prevents communication if
a match is found.

Signature Trigger Signature Type

Atomic Signature Composite Signature

Pattern-based Detection Mo state required to examine pattem to Must maintain state or examine multiple
determine if signature action should be iterms fo determine if signature action
applied should be applied

Example Detecting for an Address Resolution Searching for the siring “confidential”

Protocol (ARP) request that has a source  across multiple packets in a TCP session
Ethernet address of FF:FF:FF:FF.FF:FF



Policy-Based Detection

- Similar to pattern-based detection, but instead of trying to define
specific patterns, the administrator defines behaviors that are
suspicious based on historical analysis.

Atomic Signature Composite Signature

Policy-based Detection Mo stale required to identify undesirable Previous activity (stale) required to identify
behavior, undesirable behavior.

Example Detlecting abnormally large fragmented A SUN Unix host sending RPC reguests to
packets by examining only the last remote hosts without initially consulting the
fragment, SUN PortMapper program.




Anomaly-Based Detection

- |t can detect new and previously unpublished attacks.

- Normal activity is defined and any activity that deviates from this
profile is abnormal and triggers a signature action.

— Note that an alert does not necessarily indicate an attack since a small
deviation can sometimes occur from valid user traffic.

— As the network evolves, the definition of normal usually changes, so the
definition of normal must be redefined.

Signature Trigger Signature Type

Atomic Signature Composite Signature

Anomaly-based Detection Mo state reqguired to identify activity that State required to identify activity that
deviates from normal profile deviates from normmal profile

Example Detecting traffic that is golng 1o a Verifying protocol compliance for HTTR

destination port that is not in the normal traffic
profile



Types of Signature Triggers

Advantages Disadvantages

.  Simple and reliable _
Policy-based _ - - Generic output
detection * Customized policies _
(Behavior-based) * Policy must be created
+ Can detect unknown attacks




Tuning Alarms

- Triggering mechanisms can generate various types of alarms including:

Network Activity IPS Activity Outcome

Alarm Type

True positive Attack traffic Alarm generated Ideal setting
True negative Normal user traffic No alarm generated ldeal setting
False positive Normal user traffic Alarm generated Tune alarm
False negative Attack traffic No alarm generated | Tune alarm




Tuning Alarms

False Positive:
False positive alarm is an expected but undesired resuilt.

It occurs when an intrusion system generates an alarm after processing
normal user traffic that should not have resulted in the alarm.

The administrator must be sure to tune the IPS to change these alarm types
to true negatives.

False Negative:

The IPS fails to generate an alarm after processing attack traffic that it is
configured to detect.

It is imperative that the IPS does not generate false negatives, because it
means that known attacks are not being detected.

The goal is to render these alarm types as true positive.



Tuning IPS Signature Alarms

- A signature is tuned to one of four levels, based on the perceived
severity of the signature:
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Tuning IPS Signature Alarms

Low
Abnormal network activity is detected that could be perceived as malicious,
but an immediate threat is not likely.

Medium

Abnormal network activity is detected that could be perceived as malicious,
and an immediate threat is likely.

High

Attacks used to gain access or cause a DoS attack are detected, and an
immediate threat is extremely likely.

Informational

Activity that triggers the signature is not considered an immediate threat, but
the information provided is useful information.



Signature Action



IPS Signature Actions

- Whenever a signature detects the
activity for which it is configured,

Assign Actions ﬂ
the Slg natu re trlggerS One Or You can specify actions the sensor should perform when it detects the selected
. signaturalsh, To assign an aclion, click the checkbox next to tha action, A checkmark
more actions. indicates the action will be performed. Mo checkmark Indicates the action will not be

performed. A gray checkmark indicates the action is assigned to some, but not all of
the signaturas you selected

- Several actions can be

[ Detw Attacker Inline All
performed: ] Derny Connection Inling
. [ Derwy Packet Infine Haone
— Allow the aCt|V|ty. M Produce Alert

[ Reset TCP Connection

— Drop or prevent the activity.
— Block future activity.

— Generate an alert.

— Log the activity.

— Reset a TCP connection.

oK Cancal l Halp




IPS Signature Actions

Category Specific Alert Description

aPlr:rE[iuce verbose » This action includes an encoded dump of the offending packet in the alert.

This action starts IP logging on packets that contain the attackerand victim

Log pair packets address pair.

» This action terminates the current packet and future packets from this attacker
address for a specified period of time.

* The sensor maintains a list of the attackers currently being denied by the
system.

- + Entries may be removed from the list manually or wait for the timer to expire.
Deny attacker inline

LIEEIE » Thetimeris a sliding timer for each entry. Therefore, if attacker A is currently
el . being denied, but issues another attack, the timer for attacker A is reset and
preventing attacker A remains on the denied attacker list until the timer expires.
the activity

+ If the denied attackerlist is at capacity and cannot add a new entry, the packet
is still denied.




IPS Signature Actions

Category Specific Alert  Description

Request block « This action sends a request to a blocking device to block this
connection connection.

Blocking




Managing and Monitoring IPS



Event Monitoring and Management

- There are two key functions of event monitoring and management:
— Real-time event monitoring and management.
— Analysis based on archived information (reporting).

- Event monitoring and management can be hosted on a single server or
on separate servers for larger deployments.

— Itis recommended that a maximum of 25 well-tuned sensors report to a
single IPS management console.



Cisco |0S IPS

The Cisco IOS IPS feature can send a syslog message or an alarm in
Secure Device Event Exchange (SDEE) format.

An SDEE system alarm message has this type of format:

%IPS-4-SIGNATURE:Si1ig:1107 Subsig:0 Sev:2 RFC1918 address
[192.168.121.1:137 ->192.168.121.255:137]



Event Monitoring and Management

- Several Cisco device management software solutions are available to
help administrators manage an IPS solution.

— Cisco Router and Security Device Manager (SDM)
— Cisco IPS Manager Express (IME)
— Cisco Security Manager (CSM)



IPS Global Correlation

- When participating in global correlation, the Cisco SensorBase
Network provides information to the IPS sensor about IP
addresses with a reputation.

- The sensor uses this information to determine which actions, if

any, to perform when potentially harmful traffic is received from a
host with a known reputation.

Cisco IPS

Sensor |

1 Events

Reputation

Application MEEl:ea;tE r e acont
Reputation | / Tools (CLI, IDM,
P Client  cam—— IME, CSM)
Telemetry - / ul 1 )

Support Config

Cisco Data Clients

Global Reputation |
Correlation Database

Servers




Configuring an IPS



Cisco |0S IPS

Cisco IOS IPS enables administrators to manage intrusion prevention
on routers that use Cisco IOS Release 12.3(8)T4 or later.

Cisco IOS IPS monitors and prevents intrusions by comparing traffic
against signatures of known threats and blocking the traffic when a
threat is detected.

Several steps are necessary to use the Cisco I0S CLI to work with |OS
IPS 5.x format signatures.

Cisco 10S version 12.4(10) or earlier used IPS 4.x format signatures and
some |IPS commands have changed.



Steps to implement Cisco 10S IPS

1. Download the IOS IPS files.
Create an IOS IPS configuration directory in flash.
Configure an 10S IPS crypto key.

Enable IOS IPS (consists of several substeps).

a ~ w0 DB

Load the 10S IPS signature package to the router.



1. Download the 10S IPS files.

- Download the 10S IPS signature file and public crypto key.
— 10S-Sxxx-CLI.pkg - This is the latest signature package.
— realm-cisco.pub.key.txt - This is the public crypto key used by 10S IPS.

- The specific IPS files to download vary depending on the current
release.
— Only registered customers can download the package files and key.



2. Create an |OS IPS directory in Flash

Create a directory in flash to store the signature files and configurations.

Use the mkdir directory-name privileged EXEC command to create the
directory.

Use the rename current-name new-name command to change the
name of the directory.

To verify the contents of flash, enter the dir f£lash: privileged EXEC
command.

R1# mkdir ips

Create directory filename [ips]?
Created dir flash:ips

R1#

R1# dir flash:

Directory of flash:/

5 -rw- 51054864 Jan 10 2009 15:46:14 -08:00
c2800nm-advipservicesk9-mz.124-20.T1.bin
6 drw- 0 Jan 15 2009 11:36:36 -08:00 ips

64016384 bytes total (12693504 bytes free)
R1#




3. Configure an 1OS IPS crypto key

- Configure the crypto key to verify the digital signature for the master
signature file (sigdef-default.xml).

— The file is signed by a Cisco to guarantee its authenticity and integrity.

- To configure the 10S IPS crypto key, open the text file, copy the contents
of the file, and paste it in the global configuration prompt.

— The text file issues the various commands to generate the RSA key.



3. Configure an 1OS IPS crypto key

- Highlight and copy the text in the public key file.

File Edit

Format  Yiew Help

[P realm-cisco.pub signature.txt - Notepad

=101 x|

key—-=tring

Ingz01z2z2
00C19E93
17E630D5
B199ABCHE
CE214649
FE3F0Ca7
S0437722
Q0eCEF498
2FGEDAZE
Faozo3nl

quit

exlt

exlt

30000609
AQAF1244
CO2AC252
D3 4EDOFY
D7ASEDEZ
29BCE7EE
FFBEALEQ
079F38F2
B918EF3C
nool

crypto key publev—chain r=a
named—-lkey realm—cisco.pub signature

24864586
DeCC?A24
912BEZ7F
085FADC]
0298AFD03
A4AET 4C
EE4189FF
43B3FBLF
BO0CA4F4D

F70D0101
EO097A975
37FDDOCH
359C15%E
DED7ASES
FASE421D
CC189CES
SFBYBICE
87EFCAIE

01050003
206BE3AZ
11FC7AFY
FI0AF10A
94790390
Fe5a75D6
EACL4EFIC
5539E1D1
EFFa68EQ

g2010F00
DeFBAL1ZF
DCoDa1Ds
COEFBEG24
20F30663
GLEAFD7 4
A04DFBAL
9693CCER
BE9T7EZAG

30820104
6F12CBSE
43CDABCT
7E07G4EF
9ACE4E93
cDICCRED
TADAFIIE
551F78D2
CF3I1CBEE

m2820101
4E441F1¢6
EOOYDL2E
JES3053E
C0112A35
FOBOSEAS
AD7ERCIE
2923560AE
E4B0O94D3

=]

- Paste the copied text at the global config prompt.

R1# conf t
Rl (config) #




3. Configure an 1OS IPS crypto key

- Issue the show run command to verify that the key was copied.

R1# show run

<Output omitted>

crypto key pubkey-chain rsa

named-key realm-cisco.pub signature

key-string

30820122
00C19E93
17E630D5
B199ABCB
5B2146A9
FE3F0C87
50437722
006CF498
2F56D826
F3020301

300D0609
A8AF124A
CO2AC252
D34EDOF9
D7AS5EDE3
89BCB7BB
FFBE85B9
079F88F8
8918EF3C
0001

<Output omitted>

2A864886
D6CCT7A24
912BE27F
085FADC1
0298AF03
994AE74C
5E4189FF
A3B3FBI1F
80CA4F4D

F70D0101
5097A975
37FDDOCS8
359C189E
DED7A5BS8
FA9E481D
CC189CB9
9FB7B3CB
87BFCA3B

01050003
206BE3A2
11FCTAF7
F30AF10A
9479039D
F65875D6
69C46F9C
5539E1D1
BFF668E9

82010F00
06FBAL3F
DCDD81D9
COEFB624
20F30663
85EAF974
A84DFBAS
9693CCBB
689782A5

3082010A
6F12CB5SB
43CDABC3
7E0764BF
9AC64B93
6D9CCBE3
TAOAF99E
551F78D2
CEF31CB6E

02820101
4E441F16
6007D128
3E53053E
C0112A35
FOBO8B85
AD768C36
892356AE
B4B094D3




3. Configure an 1OS IPS crypto key

- At the time of signature compilation, an error message is generated if
the public crypto key is invalid.
— If the key is configured incorrectly, the key must be removed and then

reconfigured using the no crypto key pubkey-chain rsa andthe no
named-key realm-cisco.pub signature commands.



4a. Enable 10S IPS

|dentify the IPS rule name and specify the location.

Usethe ip ips name [rule name] [optional ACL] command to
create a rule name.

An optional extended or standard ACL can be used to filter the traffic.
Traffic that is denied by the ACL is not inspected by the IPS.

Usethe ip ips config location flash:directory-name
command to configure the IPS signature storage location.

Prior to 10S 12.4(11)T, the ip ips sdf location command was used.

Rl (config)# ip ips name IOSIPS

Rl (config)# ip ips name ips list ?

<1-199> Numbered access list

WORD Named access list

Rl (config) #

Rl (config)# ip ips config location flash:ips
R1 (config) #




4b. Enable 10S IPS

Enable SDEE and logging event notification.

The HTTP server must first be enabled usingthe ip http server
command.

SDEE notification must be explicitly enabled usingthe ip ips notify
sdee command.

|OS IPS also supports logging to send event notification.
SDEE and logging can be used independently or simultaneously.

Logging notification is enabled by default.
Use the ip ips notify log command to enable logging.

Rl (config)# ip http server

Rl (config)# ip ips notify sdee
Rl (config)# ip ips notify log
R1 (config) #




4c. Configure the Signature Category

- All signatures are grouped into three common categories:
— Al
— Basic
— Advanced

- Signatures that I0S IPS uses to scan traffic can be retired or unretired.

— Retired means that |IOS IPS does not compile that signature into memory.

— Unretired instructs the IOS IPS to compile the signature into memory and use
it to scan traffic.



4c. Configure the Signature Category

When IOS IPS is first configured, all signatures in the all category
should be retired, and then selected signatures should be unretired in a
less memory-intensive category.

To retire and unretired signatures, first enter IPS category mode using the ip
ips signature-category command.

Next use the category category-name command to change a category.

config)# ip ips signature-category
config-ips-category) # category all
config-ips-category-action)# retired true
config-ips-category-action)# exit

R1 (

R1 (

R1 (

R1 (

Rl (config-ips-category) #

Rl (config-ips-category) # category IOSIPS basic
Rl (config-ips-category-action) # retired false
Rl (config-ips-category-action)# exit

Rl (config-ips-category) # exit

Do you want to accept these changes? [confirm] y
Rl (config) #




4d. Configure the Signature Category

- Apply the IPS rule to a desired interface, and specify the direction.

- Usethe ip ips rule-name [in | out] interface configuration
command to apply the IPS rule.

— The in argument means that only traffic going into the interface is inspected
by IPS.

— The out argument specifies that only traffic going out of the interface is
inspected.

Rl (config) # interface GigabitEthernet 0/1
Rl (config-if) # ip ips IOSIPS in

Rl (config-if)# ip ips IOSIPS out

Rl (config-if) # exit

Rl (config) # exit




5. Load the |OS IPS signature

Upload the signature package to the router using either FTP or TFTP.

To copy the downloaded signature package from the FTP server to the router,
make sure to use the idconf parameter at the end of the command.

copy ftp://ftp user:password@Server IP address/signature package
idconf

R1# copy ftp://cisco:cisco@10.1.1.1/I0S-S376-CLI.pkg idconf

Loading IOS-S310-CLI.pkg !!!irtrrrrrrrrrrrrrrrrrrrrrrrnld

[OK - 7608873/4096 bytes]

*Jan 15 16:44:47 PST: $IPS-6-ENGINE BUILDS STARTED: 16:44:47 PST Jan 15 2008
*Jan 15 16:44:47 PST: $IPS-6-ENGINE BUILDING: multi-string - 8 signatures - 1 of
13 engines

*Jan 15 16:44:47 PST: %IPS-6-ENGINE READY: multi-string - build time 4 ms -
packets for this engine will be scanned

*Jan 15 16:44:47 PST: $IPS-6-ENGINE BUILDING: service-http - 622 signatures - 2 of
13 engines

*Jan 15 16:44:53 PST: %IPS-6-ENGINE READY: service-http - build time 6024 ms -
packets for this engine will be scanned

<Output omitted>




5. Load the |OS IPS signature

Verify that the signature package is properly compiled using the show
ip ips signature count command.

R1# show ip ips signature count

Cisco SDF release version S310.0 — signature package release version
Trend SDF release version V0.0

Signature Micro-Engine: multi-string: Total Signatures 8
multi-string enabled signatures: 8

multi-string retired signatures: 8

<output omitted>

Signature Micro-Engine: service-msrpc: Total Signatures 25
service-msrpc enabled signatures: 25
service-msrpc retired signatures: 18
service-msrpc compiled signatures: 1
service-msrpc inactive signatures - invalid params: 6
Total Signatures: 2136
Total Enabled Signatures: 807
Total Retired Signatures: 1779
Total Compiled Signatures:
351 ~ total compiled signatures for the IOS IPS Basic category
Total Signatures with invalid parameters: 6
Total Obsoleted Signatures: 11
R1#




Modifying Signatures

- This example shows how to retire individual signatures.
— In this example, signature 6130 with subsig ID of 10 is retired.

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)# ip ips signature-definition

Rl (config-sigdef) # signature 6130 10

Rl (config-sigdef-sig) # status

Rl (config-sigdef-sig-status)# retired true

R1
R1
R1
Do you want to accept these changes? [confirm] y
Rl (config) #

config-sigdef-sig-status)# exit
config-sigdef-sig)# exit

~ o~ o~ o~ o~ o~

config-sigdef) # exit




Modifying Signatures

- This example shows how to unretire all signatures that belong to the
|OS IPS Basic category.

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) # ip ips signature-category

config-ips-category)# category ios_ips basic
config-ips-category-action)# retired false
config-ips—-category-action) # exit

config-ips-category)# exit

Do you want to accept these changes? [confirm] y

Rl (config) #

RI1 (
RI1 (
RI1 (
RI1 (




Change Actions for a Signature

- This example shows how to change signature actions to alert, drop, and
reset for signature 6130 with subsig ID of 10.

R1# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) # ip ips signature-definition

config-sigdef-sig) # exit

config-sigdef)# exit

Do you want to accept these changes? [confirm] y
R1 (confiqg)

Rl (config-sigdef) # signature 6130 10

Rl (config-sigdef-sig)# engine

Rl (config-sigdef-sig-engine) # event-action produce-alert

Rl (config-sigdef-sig-engine) # event-action deny-packet-inline
Rl (config-sigdef-sig-engine)# event-action reset-tcp-connection
Rl (config-sigdef-sig-engine) # exit

R1 (

R1 (




Change Actions for a Category

- This example shows how to change event actions for all signatures that
belong to the signature 10S IPS Basic category.

R1# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)# ip ips signature-definition

Rl (config-ips-category) # category ios_ips basic

Rl (config-ips-category-action) # event-action produce-alert

Rl (config-ips-category-action) # event-action deny-packet-inline
Rl (config-ips-category-action) # event-action reset-tcp-connection
Rl (config-ips-category-action)# exit

Rl (config-ips—-category)# exit

Do you want to accept these changes? [confirm] y
Rl (config) #




Verifying IPS



Verify I0S IPS

R1# show ip ips all
IPS Signature File Configuration Status
Configured Config Locations: flash:/ipsdir/
Last signature default load time: 04:39:33 UTC Jan 15 2009
Last signature delta load time: -none-
Last event action (SEAP) load time: —none-

General SEAP Config:

Global Deny Timeout: 3600 seconds
Global Overrides Status: Enabled
Global Filters Status: Enabled

IPS Auto Update is not currently configured

IPS Syslog and SDEE Notification Status

Event notification through syslog is enabled
Event notification through SDEE is enabled

IPS Signature Status
Total Active Signatures: 693
Total Inactive Signatures: 1443

IPS Packet Scanning and Interface Status
IPS Rule Configuration
IPS name myips
IPS fail closed is disabled
IPS deny-action ips-interface is false
Fastpath ips is enabled
Quick run mode is enabled
Interface Configuration
Interface FastEthernet0/1
Inbound IPS rule is not set
Outgoing IPS rule is myips
<output omitted>




View Configuration

R1# show ip ips configuration
Event notification through syslog is enabled
Event notification through Net Director is enabled
Default action(s) for info signatures is alarm
Default action(s) for attack signatures is alarm
Default threshold of recipients for spam signature is 25
PostOffice:HostID:5 OrgID:100 Addr:10.2.7.3 Msg dropped:0
HID:1000 OID:100 S:218 A:3 H:14092 HA:7118 DA:0 R:0
CID:1 IP:172.21.160.20 P:45000 S:ESTAB (Curr Conn)
Audit Rule Configuration
Audit name AUDIT.1
info actions alarm

<output omitted>




View IPS Interface Configuration

R1# show ip ips interfaces
Interface Configuration
Interface FastEthernet0/0
Inbound IPS rule is sdm ips rule
Outgoing IPS rule is not set
Interface FastEthernet0/1
Inbound IPS rule is sdm ips rule
Outgoing IPS rule is not set
R1#




Show Signature Status

R1# show ip ips signature | include 5000
SigID:SubID On Action Sev Trait MH AT CT TI AT FA WF Version

50000:0 N A HIGH O 0 0 0 0 FA N OPACL
50000:1 N A HIGH O 0 0 0 0 FA N OPACL
50000:2 N A HIGH O 0 0 0 0 FA N OPACL

R1#




View Alarm and Packet Statistics

R1# show ip ips statistics
Signature audit statistics [process switch:fast switch]
signature 2000 packets audited: [0:2]

signature 2001 packets audited: [9:9]
signature 2004 packets audited: [0:2]
signature 3151 packets audited: [0:12]

Interfaces configured for audit 2

Session creations since subsystem startup or last reset 11
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [2:1:0]
Last session created 19:18:27

Last statistic reset never

HID:1000 OID:100 S:218 A:3 H:14085 HA:7114 DA:0 R:0

R1#




Monitoring 10S IPS

R1# config t

Rl (config) # logging 192.168.10.100
Rl (config)# ip ips notify log

Rl (config) # logging on

Rl (config) #

R1# config t
Rl (config)# ip http server

Rl (config)# ip http secure-server
Rl (config) # ips notify sdee

Rl (config) # ip sdee events 500

Rl (config) #




Extra Stuff

- Cisco IPS

— WWW.Cisco.com/go/ips

- Shields Up! Time to Start Blocking with your Cisco IPS Sensors

— http://www.networkworld.com/community/node/45922

- Cisco IPS Sensor Tuning Timesavers
— http://lwww.networkworld.com/community/node/552447?source=NWWNLE nlt

cisco 2010-01-18



http://www.cisco.com/go/ips
http://www.networkworld.com/community/node/45922
http://www.networkworld.com/community/node/55244?source=NWWNLE_nlt_cisco_2010-01-18
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