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Switching Concepts

Exterior & Interior Routing Protocols
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METWORK 1 ‘ ’
Router A Router B \ A r{, Router D

EGP
Routing Protocols

P 7~
Routing Protocols

Router C Router F

The routers within NETWORK 1 are part of one Autonomous system, as are
the routers in NETWORK 2. Within these networks, we use IGP Routing Protoco
where as between these two Autonomous systems, we use EGP Routing Pro
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Switches

® [ayer 2 devices

® Also operates at layer 1
® Full duplex

® Dedicated bandwidth

Half-Duplex

QSendmg Information

Full-Duplex

’ Sending and Receiving

g |nformat|on g
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Mac Address Table

1.Learn — Examine Source MAC

Forwarding Frames address

In table: Reset 5 min timer
Unicast

Destination Address Source Address Type DATA FCS IS ) 215128 (el SRIEs e
) address and port # to table
BBBB _

2.Forward — Examine
Destination MAC address
In table: Forward out that port.

Mac Address Table Not in table: Flood out all ports
Port MAC Address except incoming port.

1 AAAA



Mac Address Table

1.Learn — Examine Source MAC

Forwarding Frames address

U i In table: Reset 5 min timer

nicas Not in table: Add Source MAC
Destination Address Source Address Type DATA FCS

) address and port # to table
BBBB

2.Forward — Examine
Destination MAC address
In table: Forward out that port.
Mac Address Table

Not in table: Flood out all ports
Port MAC Address except incoming port.
1 AAAA

BBBB



Mac Address Table

1.Learn — Examine Source MAC

Forwarding Frames address

In table: Reset 5 min timer
Unicast

Destination Address Source Address Type DATA FCS IS ) 215128 (el SRIEs e
) address and port # to table
BBBB _

2.Forward — Examine
Destination MAC address
In table: Forward out that port.

Mac Address Table Not in table: Flood out all ports
Port MAC Address except incoming port.

1 AAAA
BBBB



Mac Address Table

1.Learn — Examine Source MAC
address
Bch)rV\{ardlng Frames In table: Reset 5 min timer
roadacas Not in table: Add Source MAC

Destination Address Source Address Type DATA FCS
B address and port # to table

FFFF

2.Forward — Examine
Destination MAC address

In table: Forward out that port.
Not in table: Flood out all ports
except incoming port.

Mac Address Table
Port MAC Address

1 AAAA
BBBB

Broadcast

[——

Domain



MAC Address Tables on
Connected Switches



S1 MAC Address Table
Port MAC Address

S2 MAC Address Table

Port MAC Address

@errb

!‘7

.
MAC MAC
00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvoe
00-0B 00-0A yp




S1 MAC Address Table
Port MAC Address

1 00-0A

S2 MAC Address Table

Port MAC Address

@errb

!‘7

.
MAC MAC
00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvoe
00-0B 00-0A yp




S1 MAC Address Table
Port MAC Address

1 00-0A

S2 MAC Address Table

Port MAC Address

Qerb

.
MAC MAC
00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvpe
00-0B 00-0A yp




S1 MAC Address Table
Port MAC Address

1 00-0A

S2 MAC Address Table

Port MAC Address

Qerb

.
MAC MAC
00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvpe
00-0B 00-0A yp




S1 MAC Address Table
Port MAC Address

1 00-0A

S2 MAC Address Table

Port MAC Address

1 00-0A

Qerb

1 1
MAC MAC

00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvpe
00-0B 00-0A yp




S1 MAC Address Table
Port MAC Address

1 00-0A

.
MAC MAC

00-0A 00-0B

S2 MAC Address Table

Port MAC Address

1 00-0A

MAC
00-0C

Destination MAC Source MAC Tvpe
00-0B 00-0A yp

Qerb




S1 MAC Address Table
Port MAC Address

1 00-0A

.
MAC MAC

00-0A 00-0B

S2 MAC Address Table

Port MAC Address

1 00-0A

Destination MAC Source MAC Tvpe
00-0B 00-0A yp

Qerb




S1 MAC Address Table
Port MAC Address

1 00-0A

S2 MAC Address Table

Port MAC Address

1 00-0A

Qerb

.
MAC MAC
00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvpe
00-0A 00-0B yp




S1 MAC Address Table
Port MAC Address

1 00-0A
3 00-0B

S2 MAC Address Table

Port MAC Address

1 00-0A

Qerb

.
MAC MAC
00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvpe
00-0A 00-0B yp




S1 MAC Address Table
Port MAC Address

1 00-0A
3 00-0B

S2 MAC Address Table

Port MAC Address

1 00-0A

Qerb
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MAC MAC
/ 00-0A 00-0B

MAC
00-0C

Destination MAC Source MAC Tvpe
00-0A 00-0B yp




Sending a Frame to the
Default Gateway



S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A “
3 00-0B
Internet
00-0D
B -]
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Destination IP addressona | FCS
LRl 00-0A = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address

1 00-0A 1 00-0A

3 00-0B '
Internet

"7 )
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Destination IP addressona | FCS
LRl 00-0A = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address

1 00-0A 1 00-0A

3 00-0B :
Internet

"7 )
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Destination IP addressona | FCS
LRl 00-0A = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A |
3 00-0B < >
Internet

2 > :
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Destination IP addressona | FCS
LRl 00-0A = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A “
3 00-0B < >
Internet

2 > :
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Destination IP addressona | FCS
LRl 00-0A = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A “
3 00-0B
Internet
00-0D
B -]
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Source IP address on a FCS
L 00-0D = remote network .
O



S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A “
3 00-0B 4 00-0D
Internet
00-0D
B -]
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Source IP address on a FCS
L 00-0D = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A “
3 00-0B 4 00-0D
Internet
4 00-0D
00-0D
B -]
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Source IP address on a FCS
L 00-0D = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A “
3 00-0B 4 00-0D
Internet
4 00-0D
00-0D
B -]
MAC MAC MAC
00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Source IP address on a FCS
L 00-0D = remote network .




S1 MAC Address Table S2 MAC Address Table
Port MAC Address Port MAC Address
1 00-0A 1 00-0A “
3 00-0B 4 00-0D
Internet
4 00-0D

!‘7 !‘7

3
MAC MAC MAC
/ 00-0A 00-0B 00-0C

Destination MAC Source MAC Data
Type Source IP address on a FCS
L 00-0D = remote network .




ARP Operation -
ARP Request



192.168.1.120
MAC 00-0B

.

9

.

3

.

I
192.168.1.110 |1w9:<':1 gg._:).cso
MAC 00-0A 192.168.1.1

MAC 00-0D

Internet

Ethernet Header IP Packet

Destination MAC Source MAC Source IP Destination IP
777 00-0A 192.168.1.110 192.168.1.50



192.168.1.120
MAC 00-0B

PC-A's ARP Cache
IPv4 Address MAC Address

.

9

- .

» »
192.168.1.110 ;ng,:{; gg'_:)'go
MAC 00-0A 192.168.1.1

MAC 00-0D
Internet
Ethernet Header IP Packet

Destination MAC Source MAC Source IP Destination IP

[ 00-0A 192.168.1.110 192.168.1.50



192.168.1.120
MAC 00-0B

PC-A's ARP Cache

IPv4 Address MAC Address

.

9

.

.

5 3
192.168.1.50
192.168.1.110 MAC 00-0C

MAC 00-0A 192.168.1.1
MAC 00-0D

Internet

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 Target MAC

FF-FF 00-0A 192.168.1.50 272
R = 1T T B Y. Ll -1+




192.168.1.120

PC-A's ARP Cache MAC 00-0B
IPv4 Address MAC Address y

» P
192.168.1.110 &9:333._:).(:50
MAC 00-0A 192.168.1.1

MAC 00-0D

Internet

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 Target MAC

FF-FF 00-0A 192.168.1.50 272
R = 1T T B Y. Ll -1+




The target IPv4 is not me.

192.168.1.120
MAC 00-0B

PC-A's ARP Cache
IPv4 Address MAC Address

.

3

192.168.1.110
MAC 00-0A 192.168.1.1

MAC 00-0D

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 ~arget MAC

FF-FF 00-0A 192.168.1.50 272
S ————




192.168.1.120

PC-A's ARP Cache MAC 00-0B

IPv4 Address MAC Address

.

9

- .

» ;
192.168.1.110 |1\n9:c1 gg_’:)g()
MAC 00-0A

192.168.1.1

MAC 00-0D .
The target IPv4 is not me. — iternet
Ethernet Header ARP Request Pt

Destination MAC ~ Source MAC Target IPv4 T rget MAC
FF-FF 00-0A 192.168.1.50 277

e S . —— - S ——




192.168.1.120

PC-A's ARP Cache MAC 00-0B
IPv4 Address MAC Address y

The target IPv4 is me!

.

» P
192.168.1.110 |1w9:<':1 gg._:).cso
MAC 00-0A 192.168.1.1

MAC 00-0D

Internet

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 Target MAC
FF-FF 00-0A 192.168.1.50 277

N ———_ Y~ rrrmmmmm======mmmemmmm—————




ARP Operation -
ARP Reply



192.168.1.120

PC-A's ARP Cache MAC 00-0B
IPv4 Address MAC Address y

The target IPv4 is me!

.

» P
192.168.1.110 |1w9:<':1 gg._:).cso
MAC 00-0A 192.168.1.1

MAC 00-0D

Internet

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 Target MAC
FF-FF 00-0A 192.168.1.50 277

N ———_ Y~ rrrmmmmm======mmmemmmm—————




192.168.1.120 Here is my MAC

’ MAC 00-0B address for the IPv4
Eria e address you were

|Pv4 Address MAC Address : looking for!

.

[ »
192.168.1.110 ;n9A2(-:1 gg-_:)-go
MAC 00-0A 192.168.1.1

MAC 00-0D ._
Ethernet Header ARP Reply i

Destination MAC  Source MAC Sender IPv4 Sender MAC

00-0A 00-0C 192.168.1.50 00-0C
"""""" EthernetReader WP Packet T




192.168.1.120 Here is my MAC

’ MAC 00-0B address for the IPv4
Eria e address you were

|Pv4 Address MAC Address : looking for!

[ »
192.168.1.110 ;n9A2(-:1 gg-_:)-go
MAC 00-0A 192.168.1.1

MAC 00-0D ._
Ethernet Header ARP Reply i

Destination MAC  Source MAC Sender IPv4 Sender MAC

00-0A 00-0C 192.168.1.50 00-0C
"""""" EthernetReader WP Packet T




192.168.1.120
MAC 00-0B

PC-A's ARP Cache
IPv4 Address MAC Address

192.168.1.50 00-0C

.

9

.

» P
192.168.1.110 &9:333.1).(:50
MAC 00-0A 192.168.1.1

MAC 00-0D _
Ethernet Header ARP Reply -

Destination MAC  Source MAC Sender IPv4 Sender MAC

00-0A 00-0C 192.168.1.50 00-0C
"""""" EthernetReader 1P Packet T




192.168.1.120
MAC 00-0B

PC-A's ARP Cache

IPv4 Address MAC Address
192.168.1.50 00-0C

.

9

.

3

.

I
192.168.1.110 ;n9A2(-:1 gg._:).go
MAC 00-0A 192.168.1.1

MAC 00-0D

Internet

IP Packet
Destination MAC Source MAC Source IP Destination IP

[ 00-0A 192.168.1.110 192.168.1.50



192.168.1.120
PC-A's ARP Cache MAC 00-0B

IPv4 Address MAC Address >
192.168.1.50 00-0C »

» P
192.168.1.110 ;n9A2(-;1 gg._:).go
MAC 00-0A 192.168.1.1

MAC 00-0D

Internet

Ethernet Header IP Packet

Destination MAC Source MAC Source IP Destination IP

00-0C 00-0A 192.168.1.110 192.168.1.50



ARP Role in Remote
Communication



192.168.1.120
MAC 00-0B

.

9

.

3

.‘J

192.168.1.110 :ﬁggg._:).cso
MAC 00-0A 192.168.1.1
Default Gateway: 192.168.1.1 MAC 00-0D -
Internet
Ethernet Header IP Packet

Destination MAC Source MAC Source IP Destination IP
777 00-0A 192.168.1.110 10.1.1.10



192.168.1.120
MAC 00-0B

PC-A's ARP Cache
IPv4 Address MAC Address

.

9

- -

» ’
192.168.1.110 &9:333._:).(:50
MAC 00-0A 192.168.1.1
Default Gateway: 192.168.1.1 MAC 00-0D

Memet
Ethernet Header IP Packet

Destination MAC Source MAC Source IP Destination IP
777 00-0A 192.168.1.110 10.1.1.10



192.168.1.120
MAC 00-0B

PC-A's ARP Cache

.

IPv4 Address MAC Address p

.

» P
192.168.1.110 &9:333._:).(:50
MAC 00-0A 192.168.1.1

MAC 00-0D

Default Gateway: 192.168.1.1

Internet

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 Target MAC

FF-FF 00-0A 192.168.1.1 272

I S




192.168.1.120

PC-A's ARP Cache MAC 00-0B
IPv4 Address MAC Address y

» P
192.168.1.110 &9:333._:).(:50
MAC 00-0A 192.168.1.1

MAC 00-0D

Default Gateway: 192.168.1.1
Internet

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 Target MAC

FF-FF 00-0A 192.168.1.1 272
"""""" T T L e g |




The target IPv4 is not me.

92.168.1.120
PC-A's ARP Cache MAC 00-0B
IPv4 Address MAC Address

i'_'.l

192.168.1.110

MAC 00-0A 192.168.1.1

MAC 00-0D

Default Gateway: 192.168.1.1

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 .arget MAC
FF-FF 00-0A 192.168.1.1 2?77

eader IPPacket ——————"—"—"""" " TTTTTTTTTTTTTTTT




192.168.1.120
PC-A's ARP Cache MAC 00-0B _
IPv4 Address MAC Address : The target IPv4 is not me.

.

» P
192.168.1.110 |1\n9:<':1 gg._:).cso
MAC 00-0A 192.168.1.1
Default Gateway: 192.168.1.1 MAC 00-0D

Internet

Ethernet Header ARP Request

Destination MAC ~ Source MAC Target IPv4 Target MAC
FF-FF 00-0A 192.168.1.1 2?77

g




192.168.1.120

PC-A's ARP Cache MAC 00-0B

IPv4 Address MAC Address

.

)
192.168.1.50

MAC 00-0C

, terrb

Destination MAC ~ Source MAC Target IPv4 T rget MAC
FF-FF 00-0A 192.168.1.1 2?77

192.168.1.1
MAC 00-0D

Ethernet Header ARP Request

________ ) __7_____________________________________________.




192.168.1.120
MAC 00-0B

PC-A’'s ARP Cache
IPv4 Address MAC Address

.

9

.

)
192.168.1.50

192.168.1.110 MAC 00-0C

192.168.1.1
Here is my MAC address for MAC 00-0D
the IPv4 address you were o

looking for!

Ethernet Header ARP Reply

Destination MAC ~ Source MAC Target IPv4 Target MAC

00-0A 00-0D 192.168.1.1 00-0D
"""""" ST 8 (T o e | o = [+l () S




192.168.1.120

PC-A's ARP Cache MAC 00-0B
IPv4 Address MAC Address y

.

» P
192.168.1.110 &9:333._:).(:50
MAC 00-0A 192.168.1.1

Default Gateway: 192.168.1.1

MAC 00-0D |
ARP Reply s

Destination MAC ~ Source MAC Target IPv4 Target MAC

Ethernet Header

00-0A 00-0D 192.168.1.1 00-0D

——————————— Py ey _—,_—-——-—————————————-IP-P-a—ék—e1————————————————————————————————-




192.168.1.120

PC-A's ARP Cache MAC 00-0B

IPv4 Address MAC Address
192.168.1.1 00-0D

.

9

.

» P
192.168.1.110 &9:333._:).(:50
MAC 00-0A 192.168.1.1

Default Gateway: 192.168.1.1 MAC 00-0D
Internet
ARP Reply el

Destination MAC ~ Source MAC Target IPv4 Target MAC
00-00A 00-0D 192.168.1.1 00-0D

Ethernet Header

----------- PP IP PR




192.168.1.120
MAC 00-0B

PC-A's ARP Cache
IPv4 Address MAC Address
192.168.1.1 00-0D

.

9

- -

» ’
192.168.1.110 :ﬁggg._:).go
MAC 00-0A 192.168.1.1
Default Gatev ay: 192.168.1.1 MAC 00-0D .

Mernet

Aaet Header IP Packet

Destination MAC Source MAC Source IP Destination IP
777 00-0A 192.168.1.110 10.1.1.10



192.168.1.120

PC-A's ARP Cache MAC 00-0B
IPv4 Address MAC Address p
192.168.1.1 00-0D

.

» ’
192.168.1.110 &9:333._:).(:50
MAC 00-0A 192.168.1.1
Default Gateway: 192.168.1.1 MAC 00-0D .

Memet
Ethernet Header IP Packet

Destination MAC Source MAC Source IP Destination IP
00-0D 00-0A 192.168.1.110 10.1.1.10



It's all about the IP Address

POST OFFICE

Al
P
# =0
-0

Emmy, you are in my Jean
neighborhood so | can Burlington, V
take the letter to you!

Lucy, | see by your " ' Emmy
address that you are Burllngton VT
somewhere else. So | '

have to take your letter
to the Post Office.

POST OFFICE

Al
P
# =0
-0

_\
o
’3 Emmy
Burlington, VT

® Even if two houses are on the same street you only know the
address so must take it to the local post office

Lucy
Capitola, Ca
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Understanding IP communications

192.168.10.0/24 MAC MAC 192.168.10.0/24
Subnet aa.aa bb.bb Subnet

192.168.10.10 ‘ 192.168.10.11
255.255.255.0 255.255.255.0

Destination Address Source Address Type IP
bb.bb aa.aa DA 192.168.10.11

Devices can only communicate with other devices on the same subnet
® A knows that it is on the 192.168.10.0/24 subnet (AND operation with its IP address and
subnet mask). (Same subnet = Same subnet mask)

® A knows that B (192.168.1.11) is on its same subnet (AND operation with B’s IP address
and A’s subnet mask)

A 192.168.10.10 2AME S“b:e; B 192.168.10.11
AND 255.255.255.0 - can reac AND 255.255.255.0
____________________ directly without e
192.168.10.0 going through a 192.168.10.0

router




Understanding IP communications

192.168.10.0/24 MAC MAC 192.168.20.0/24
Subnet aa.aa cc.ccC Subnet

192.168.10.10 192.168.20.12
255.255.255.0 255.255.255.0

Destination Addri:ss ! Source Address Type IP FCS
| DA 192.168.20.12

® Devices can only communicate with other devices on the same subnet

® A knows that it is on the 192.168.10.0/24 subnet (AND operation with its IP address and
subnet mask) (Same subnet = Same subnet mask)

® A knows that C (192.168.20.12) is on a different subnet (AND operation with B’s IP
address and A’s subnet mask) — Can’t get there directly!

B 192.168.20.12
AND 255.255.255.0

192.168.20.0

A 192.168.10.10 DIFFERENT Subnets
AND 255.255.255.0 A can NOT reach B
———————————————————— directly. Must go
192.168.10.0 through a router




192.168.10.0/24 192.168.20.0/24

Subnet | Sub:et
MAC MAC MAC MAC
aa.aa 11 yzﬁr\ﬂ\ﬂ CC.CC

192.168.10.10 192.168.10.1 192.168.20.1 192.168.20 12
255.255.255 .0 255.255.255.0 255.255.255.0 255.255.255 0

Destination Address Source Address Type IP FCS
11.11 aa.aa DA 192.168.20.12

Destination Address Source Address Type IP FCS
cc.cc 22.22 DA 192.168.20.12

® A sends packet to devices in a DIFFERENT subnet directly to a router which is on the
same subnet as A.
® The router will take care of it from there.

192.168.10.10 DIFFERENT Subnets 192.168.20.11

AND 255.255.255.0 A_can NOT reach B AND 255.255.255.0
____________________ directly. Must go o _____
192.168.10.0 through a router 192.168.20.0




Understanding IP communications

g =

192.168.10.10 192.168.10.11
255.255.255.0 255.255.255.0
ﬂ n
192.168.10.10 192.168.20.12
255.255.255.0 255.255.255.0
= B =

192.168.10.10 192.168.10.1 192.168.20.1 192.168.20 12
255.255.255 0 255.255.255.0 255.255.255.0 255.255.255 0

® Devices can only communicate with other devices on the same subnet
® Otherwise, they must go through a router, that is on its same subnet



Switched Environment

64



Router/Switch Bootup Process

1.

ROM

POST

Perform POST

ROM

Boostrap

Load Bootstrap

Locate and load
Operating system

Locate and load
configuration file
or
enter setup mode

65



1. ROM POST Perform POST

2. ROM ‘

Boostrap Load Bootstrap

Bootup Process

3.
Locate and load
Operating system
4.
5.
Locate and load
6 configuration file

or
enter setup mode

startup-config

NVRAM

Console
running-config Interfaces

Auxiliary Bootup program

I0S (running) ios (partial)

66



1. ROM

POST

Perform POST

2. ROM

Boostrap

Load Bootstrap

Switch Boot Sequence

3, Flash

4. TFTP Server

Cisco
Internetwork
Operation
3}‘_- tem

Locate and load
Operating system

[ AN/D ARA

[

S1 (config)# boot system flash:/c2960-lanbasek9-mz.150-

2.SE/c2960-1lanbasek9-mz.150-2.SE.bin

-

By default, the the boot loader attempts to load and execute the first

executable file it can by searching the flash file system.
® |fboot system commands in startup-config

Run boot system commands in order they appear in startup-

config to locate the I0S

If boot system commands fail, use default fallback sequence to locate

the IOS (Flash, TETP, ROM)

On Catalyst 2960 Series switches, the image file is normally contained

in a directory that has the same name as the image file.

67




Directory Listing in Boot Loader

Switcht dir flash:
Directory of flash:/

2  —rwx 11607161 Mar 1 2013 03:10:47 +00:00 c2960-
lankbasek9-mz.150-2.5E.bin

3 —rwx 1805 Mar 1 2013 00:02:48 +00:00 config.text

S —rwx 1915 Mar 1 2013 00:02:4£48 +00:00 private-
config.text

& —rwx 29414 Mar 1 2013 00:02:49 +00:00 multiple-fs

32514048 bytes total (20841472 bytes free)
Switch#$




Switch LED Indicators

® Each port on the Cisco Catalyst switches have status LED indicator
lights.

LED lights reflect port activity, but they can also provide other
information about the switch through the Mode button.

® The following modes are available on Catalyst 2960 swi
System LED

Redundant Power System (RPS) LED

* If RPS is supported on the switch il

CISCO
Port Status LED (Default mode) 5YST
Port Duplex LED "::r
Port speed LED DUPLX
PoE Status (If supported)
Port LEDs

Mode button
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Off

System is not powered

System LED Green System is operating normally
Amber System is receiving power but is not functioning properly
Off RPS is off or not properly connected
Green RPS is connected and ready to provide back-up
Redundant Blinking Green RPS providing power to another device
Power

Amber

RPS is in standby mode or in a fault condition.

Blinking Amber

Internal power supply has failed, and the RPS is providing power.

Port Status LED

Green

Alinkis present.

Off

There is no link, or the port was administratively shut down

Blinking green

Activity and the port is sending or receiving data.

Alternating Green-Amber

There is a link fault.

Amber Port is blocked to ensure there is no STP loop
Blinking amber Port is blocked to prevent a possible loop in the forwarding domain.
Port Duplex Off Ports are in half-duplex mode.
LED Green Port is in full-duplex mode.
Off Port is operating at 10 Mb/s.
Port speed LED Green Port is operating at 100 Mb/s.

Blinking Green

Port is operating at 1000 Mb/s.

PoE Status
(If supported)

Off

LED is off, the PoE is off.

Green

LED is green, the PoE is on

Alternating Green-Amber

PoE is denied because it will exceed the switch power capacity

Blinking Amber

LED is blinking amber, PoE is off due to a fault.
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Amber

PoE for the port has been disabled.




Configure Switch Management Interface

S1# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Sl (config)# interface vlan 99

S1(config-if)# ip address 172.17.99.11 255.255.255.0

S1 (config-if)# no shutdown
S1(config-if)# end

S1# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

S1#

Console Cable
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Assign a Default Gateway

Default Gateway
172.17.99.11

e
172.17.99.180

|

172.17.99.100
Def Gw 172.17.99.1

S1 (confiqg)# ip default-gateway 172.17.99.1
Sl (config)# end
S1#




Assign a Default Gateway

Default Gateway
172.17.99.11

T
172.17.99.180

|

172.17.99.100
Def Gw 172.17.99.1

S1# show ip interface brief

Interface IP-Address OK? Method Status Protocol
V1an99 172.17.99.11 YES manual up up
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Configure Switch Ports
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Full-Duplex Communication

—-
— = -

send AMD receive, simultaneously

® Switch ports by default operate in full duplex (unless attached to a
hub).

® Increases effective bandwidth allowing bidirectional forwarding.
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Half Duplex (CSMAJ/CD)

« Unidirectional data flow
= Higher patential for collision
=  Hub connectmty

Hub

—=

Switch

Full Duplex

=  Point-to-point only

« Aftached to dedicated switched port

»  Requires full-duplex support on both
ends

= Caollision-free

= Callizion detect circuit disabled

e
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Half-Duplex Communication

5 send OR receive s

® Half-duplex communication is unidirectional and sending and
receiving data does not occur at the same time.

Half-duplex communication often resulting in collisions.
Typically seen in older hardware, such as hubs.

® Most Ethernet and Fast Ethernet NICs sold today offer full-duplex
capabillity.
Gigabit Ethernet and 10Gb NICs require full-duplex
connections.
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Configure Duplex and Speed

® Duplex and speed settings on most switches are autosensed.
® Manual

Switch (config-if)# speed [10 | 100 | 1000 | auto]
Switch (config-if)# duplex [half | full | auto]

® \When troubleshooting switch port issues, the duplex and speed
settings should be checked.

Mismatched settings for the duplex mode and speed of switch
ports can cause connectivity issues.

Auto-negotiation failure creates mismatched settings.



Real World Troubleshooting — Duplex Mismatch

"' m full-duplex so | | "' m half-duplex and |
don’ t see any P keep seeing
Half
W

collisions collisions

2.8
switch switch switch
L Lillll])] FERSERN FERSERR FERSERN

® The problem is that
Switch A, Port 8 is in Full-duplex mode
Switch W, Port 1 is in Half-duplex mode

® Switch A sends whenever it wants to without listening first to see if Switch W is
sending. 81



Real World Troubleshooting — Duplex Mismatch

Full ’ Full

Duplex Fyli Duplex Duplex
/Port8 Trapsmissions Port 1

router

A switch switch

e

switch switch
ERENER

® Configure Switch W, Port 1 to be in full duplex, the same as Switch A, Port A.
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Duplex and Speed settings

® Auto-negotiation (i.e., duplex auto and speed auto)is useful

when the speed and duplex settings of the device connecting to the
port are unknown or may change.

When connecting to known devices, such as servers, dedicated
workstations, or network devices, best practice is to manually set
the speed and duplex settings.

® \When troubleshooting switch port issues, the duplex and speed
settings should be checked.

Mismatched settings for the duplex mode and speed of switch
ports can cause connectivity issues.

Auto-negotiation failure creates mismatched settings.
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Configure Duplex and Speed

Full-Duplex Mode
100 Mb/=

=

Full-Duplex Mode
100 Mbi=

® |t's best practice is to manually set the speed/duplex settings when
connecting to known devices (i.e., servers, dedicated workstations,

or network devices).

S1 (config)# interface fastethernet 0/1
Sl (config-if)# speed ?

10 Force 10 Mbps operation
100 Force 100 Mbps operation
auto Enable AUTO speed configuration

S1(config-if)# speed 100
S1(config-if)# duplex ?

auto Enable AUTO duplex configuration
full Force full duplex operation
half Force half-duplex operation

S1(config-if)# duplex full
S1(config-if)# *Z
S1#

S2
S2
S2
S2
S24#

o~ o~ o~ o~

config)# interface fastethernet 0/1
config-if)# speed 100

config-if) # duplex full

config-if) # *Z
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MDIX Setting

Straight-through cable

Crossover cable

® Older switches must use the correct cable when connecting to
another device.

® To connect:
Servers, workstations, or routers: Straight-through cable
Two switches: Crossover cable

® Newer switches support the automatic medium-dependent interface
crossover (auto-MDIX) feature.

This automatically detects the required cable connection type
and configures the connection appropriately therefore either type
of cable can be used to connect to other devices.
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Auto-MDIX Grossover

Straight-through

Straight-through

T/
&
=

Crossover

=

® Connections between specific devices, such as switch-to-switch,
switch-to-router, switch-to-host, and router-to-host device, once

required the use of a specific cable types (crossover or straight-
through).

® Modern Cisco switches support the mdix auto interface
configuration command to enable the automatic medium-dependent
interface crossover (auto-MDIX) feature.
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Configuring MDIX Setting

® mdix auto interface configuration
Requires the commands speed auto and duplex auto

S1 (config)# interface fal0/1l
S1 (config-if)# speed auto
S1(config-if)# duplex auto
S1 (config-if)# mdix auto

Sl (config-if) #

S1 (config)# interface fal/1l
S1 (config-if)# speed auto
S1(config-if)# duplex auto
S1 (config-if)# mdix auto

S1 (config-1if) #

® Note:

The auto-MDIX feature is enabled by default on Catalyst 2960
and Catalyst 3560 switches, but is not available on the older
Catalyst 2950 and Catalyst 3550 switches.

Don’t depend on auto-mdix — use the correct cable in the lab.



Verifty MDIX Setting

S1# show controllers ethernet-controller fa 0/1 phy | include Auto-MDIX
Auto-MDIX : On [AdminState=1 Flags=0x00056248]
S1#
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Veritying Switch Port Configuration

Display interface status and configuration. S1# show interfaces [interface-id]
Display current startup configuration. S1# show startup-config
Display current operating config. S1# show running-config
Displays info about flash filesystem. S1# show flash
Displays system hardware & software status. S1# show version
Display history of commands entered. S1# show history
Display IP information about an interface. S1# show ip [interface-id]
S1# show mac-address-table
Display the MAC address table. or
S1# show mac address-table
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Troubleshooting Access Layer Issues

S1# show interfaces fa 0/1
FastEthernet0/1 is up, line protocol is up (connected)

Hardware i1s Lance, address is 000d.bdal.5601 (bia 000d.bdal.5601)
BW 100000 Kbit, DLY 1000 usec,

If the output is:

*up down: Encapsulation type mismatch, the interface on the other end
could be error-disabled, or there could be a hardware problem.

down down: A cable is not attached or some other interface problem exists.
«administratively down: The shutdown command has been issued.

JUEUEeIllg Strategy-. L ILO
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
956 packets input, 193351 bytes, 0 no buffer
Received 956 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0O overrun, 0 ignored, 0 abort
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
2357 packets output, 263570 bytes, 0 underruns
0 output errors, 0 collisions, 10 interface resets
0 babbles, 0 late collision, 0 deferred
O lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out
S1#
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Troubleshooting Access Layer Issues

Dest. SourceFrame
Preamble Address AddressType Data In Frame CRC

8 ‘ 6 | 6 ]2‘ 46 - 1500 ‘4

I-'i Header l'|< Pavlead >|

Runt Frames - Ethernet frames that are shorter than the 64-byte
minimum allowed length are called runts.

Giants - Ethernet frames that are longer than the maximum allowed
length are called giants. (Bad NIC)

CRC errors - On Ethernet and serial interfaces, CRC errors usually
indicate a media or cable error.

956 packets input, 193351 bytes, 0 no buffer

Received 956 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort

0 watchdog, 0 multicast, 0 pause input

0 input packets with dribble condition detected

2357 packets output, 263570 bytes, 0 underruns

0 output errors, 0 collisions, 10 interface resets

0 babbles, 0 late collision, 0 deferred

0O lost carrier, 0O no carrier

0 output buffer failures, 0 output buffers swapped out
S1#




Troubleshooting Access Layer Issues

Dest. SourceFrame
Preamble Address AddressType Data In Frame CRC

8 ‘ 6 | 6 ]2‘ 46 - 1500 ‘4

I-'i Header l'|< Pavlead >|

Collisions — Only part of normal operations if interface is operating in
half duplex — connected to a hub.

Late Collisions — Operating in half duplex and excessive cable length.

Cause — Result of duplex mismatch
®One side half duplex
®Other side full duplex

0 input errors, 0 CRC, 0 frame, 0O overrun, 0 ignored, 0 abort
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
2357 packets output, 263570 bytes, 0 underruns
0 output errors, 0 collisions, 10 interface resets
0 babbles, 0 late collision, 0 deferred
0O lost carrier, 0O no carrier
0 output buffer failures, 0 output buffers swapped out
S1#
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Wireshark Telnet Capture

T O

o
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
e
-
=
-

Connection to Port 23—
44— Connection to Port 2324 ——

{Untitled) - Wireshark
Fl= Edit Yiew Go Capture Analyze Statistics Help

B oo e opEx%a8Re«» o 7F & |BE A

Filter: |‘t elnet ¥ Expression... Clear pApply
Ma. - Time Source Destination Pratacal Infa
8 1.711459 152.168.2.101 152.168.2.7 TELNET Telnet Data
9 1.716817 192.168.2.101 152.168.2.7 TELNET Telnet Data ...
20 6.207655 192.168.2.7 192.168.2.101 TELNET Telnet Data ...
21 6.210896 192.168.2.101 192.168.2.7 TELNET Telnet Data ...
22 6.210979 192.168.2.7 192.168.2.101 TELNET Telnet Data ...
23 6.211027 192.168.2.101 192.168.2.7 TELMNET Telnet Data ... v

66 bytes captured)
+ Ethernet II, Src: Cisco_S54:e2:a0 (00:11:92:54:e2:a0), Dst: Usi_ed:82:43 (00:16:41:e4:82:43)
# Internet Protocol, Src: 192.168.2.101 (192.168.2.101), Dst: 192.168.2.7 (192.168.2.7)
# Transmission Control Protocol, Src Port: telnet (23), Dst Port: 1297 (1297), Seq: 1, Ack: 1, Len: 12
® Telnet

54 e2 a
aa cD at
53 al 3
ff fb O

ed 82 43 Q0
5d 00 00 ff

17 05 11 d?
e2 00 00 ff

(= NU, W NET.
= —h b

||
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Frame (Frame), 66 bytes [P: 60D: 24 M: 0 Drops: 0




Configuring Secure Remote Access
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Plaintext Username and Password Captured

' Follow TCP Stream

Stream Content

User Access Verification

) A R e e s e P e vwt100. .EBoobb
;th

[End][Save &s][Er'mt” Entire conversation (133 bytes) v (& ascit O eBcpIC O Hex Dump O C Arrays (O Raw

[ Help J | Close | l Filter Out This Stream J
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Wireshark SSH Capture

(Untitled) - Wireshark
File Edit Wiew Go Capture Analyze Statistics Help

B woee o@Ex s R« o 7F 2 BB &

Filter: |('ip.addr eq 192.168.2.101 and p.addr eq 192.1 ~ Expression... Clear aApply

MNo. - Tirne Source Destination Protocol Info

10 3.891303 192.168.2.7 192.168.2.101 TCP 1398 > 22 [ACK] Seq:
192.168. 2. 10 192, - S5Hw S Server FProtocol : 55

13 4.046873 192,168.2.7 192.168.2.101 TCP 1398 » 22 [ACK] Segq:
28 8.420071 192.168.2.7 192.168.2.101 SSHV2 Client Protocol: Ssi &

>

Frame 12 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: Cisco_54:e2:a0 (00:11:92:54:e2:a0), Dst: Usi_ed:82:43 (00:16:41:e4:82:43)
Internet Protocol, Src: 192.168.2.101 (192.168.2.101), Dst: 192.168.2.7 (192.168.2.7)

Transmission Control Protocol, Src Port: 22 (22), Dst Port: 1398 (1398), Seq: 1, Ack: 1, Len: 20
5SH Protocol

a0 00 16 41 ed4 82 43 Q0 11 92 54 e2 a0 08 00 45 cO ssPsslis slssssEs
10 00 3c 2d 9d 00 00 ff O OF a2 cO a8 02 65 cO aB ' T
20 02 07 00 16 05 76 b 73 51 Oe 2b 47 83 07 50 18 srsra¥We5 Qu+G..P.
30 10 20 89 03 00 00 53 53 48 2d 31 2e 39 39 2d 43 + srress H-1.99-C
40 69 73 63 6f 2d 31 2e 32 35 Oa isco-1.2 5.

File: "C:\DOCUME~1\bvachoniLOCALS~1}TempletherX}a0s424" 89... P: 78 D: 34 M: 0 Drops: 0
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Username and Password Encrypted

Follow TCP Stream

Stream Content

SSH-1.99-Cisco-1.25
SSH-2.0-TeraTerm SSH/SSHZ Plugin
%.R}z. ....diffie-hellman-groupl-shal....ssh-rsa...)aesl128-cbc,3des-chc,aes192-

chc, aes256-chc...)aesi28-chec,3des-chc,ars192-chc, ars256-chc. . . +hmac-shal, hmac-shal-26, hmac-

dS , hmac-md5-96. . .+hmac-shal, hmac-shal-96, hmac-mdS , hmac-

5-96. . . «NONE. 2« MONP.aasanssns ¥l dt¥.N....=diffie-hel Iman-group-exchange-
shal,diffie-hel Iman-groupl-shal....ssh-rsa,ssh-dss....3des-chc,aes256-chc,rijndael 256-cbc, rijndael -
cbc@lysator.11u.se,aes192-cbc,ri1jndael192-cbc, aes128-cbc,rijndael128-cbc,blowfish-cbc....3des- v

| >

[Eincl][ﬁave &5”Erint | Entire conversation (2409 bytes) VJ@ asc1l ) eBCDIC O Hex Dump ) C Arrays (O Raw

Help | Close | | Filter Qut This Stream
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Secure Remote Access Using SSH

r ﬁ PuTTY Configuration | ? |&|
Category:
=] 53355inn Basic options far your PuTTY session
i T;;rnl-innilging Specify the destination you want to connect to
Keyboard Hoszt Mame {or IP address) Port
. Bell 192.168 252 202| 22
Features Connection type:
+- Window Raw Telnet Rlogin @ 55H Seral
- E;TB;EEDH Load, save or delete a stored session
Proy Saved Sessions

® Secure Shell (SSH) is a brotobol that provides a secure (encrypted)
command-line based connection to a remote device.

SSH is commonly used in UNIX/Linux-based systems.
The IOS software also supports SSH.

® Because of its strong encryption features, SSH should replace Telnet
for management connections.

® Note:
By default, SSH uses TCP port 22 and Telnet uses TCP port 23.



Secure Remote Access Using SSH

S1# show version
Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M),
Version 15.0(2)SE, RELEASE SOFTWARE (fcl)

<output omitted>

® Not all IOS support SSH.

® A version of the I0OS software, including cryptographic (encrypted)
features and capabilities, is required to enable SSH on Catalyst
2960 switches.

® Use the show version command to verify the 10S version.

“K9” indicates that the version supports SSH.
® Verify SSH support using the show ip ssh command

The command is unrecognized if SSH is not supported. 99



Steps to Configuring SSH

® A switch must be minimally configured with a unique hostname and
the correct network connectivity settings.

1. Verify SSH support using the show ip ssh command

The command is unrecognized if SSH is not supported.

2. Configure the IP domain using the ip domain-name domain-
name dlobal config command. (The domain name and hostname)
are the parameters used in order to name the key. There are other
ways to do it.)

3. Generate RSA key pairs using the crypto key generate rsa
global configuration mode command.

Cisco recommends a minimum modulus size of 1,024 bits.

A longer modulus length is more secure, but it takes longer to
generate and to use.

Generating an RSA key pair automatically enables SSH.
100



Steps to Configuring SSH

4. Configure user authentication using the username and global
configuration mode command.

5. Configure the vty lines.

Use the line vty global configuration mode command

Enable local login using the login local line configuration

mode command to require local authentication for SSH
connections from the local username database.

Enable the SSH using the transport input ssh line
configuration mode command.

6. Enable SSH version 2.

SSH version 1 has known security flaws.

Use the ip ssh version 2 global configuration mode
command.
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Configuring SSH

Sl (config)# ip domain-name cislab.vermontstate.edu

1. Configure the IP domain using the ip domain-name domain-name
global config command. (The domain name and hostname are the
parameters used in order to name the key. There are other ways to do it.)
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Configuring SSH

Sl (config)# ip domain-name cislab.vermontstate.edu

Sl (config)# crypto key generate rsa

THe name ror the Reys Will pe: Sl.cislapb.vermontstate.edu

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
S Generacting 10Z4 b1t RSA Ke€ys, kKeys will be non-exportable...[OK]

2. Generate RSA key pairs using the crypto key generate rsa global
configuration mode command.

Cisco recommends a minimum modulus size of 1,024 bits.

A longer modulus length is more secure, but it takes longer to generate
and to use.

Generating an RSA key pair automatically enables SSH.




Configuring SSH

Sl (config)# ip domain-name cislab.vermontstate.edu

Sl (config)# crypto key generate rsa

The name for the keys will be: Sl.cislab.vermontstate.edu

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

[¢]

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

*Mar 1 2:59:12.78: $SSH-5-ENARLED: SSH 1.99 has been enabled

S1 (config) # username admin secret class
S a0 a0 8 0 e 18 0 V= . ¥ O I

3. Configure user authentication using the username in global configuration
mode command.

Sl (config)# ip ssh version 2
S1 (config) #

104



Configuring SSH

Sl (config)# ip domain-name cisco.com

Sl (config)# crypto key generate rsa

The name for the keys will be: Sl.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

[¢]

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

*Mar 1 2:59:12.78: S$SSH-5-ENABLED: SSH 1.99 has been enabled
S1 (config) # username admin secret class

config)# line vty 0 15
config-line)# transport input ssh
config-line)# login local

ST (
ST (
ST (
S1 (config-line)# exit

4. Configure the vty lines.

Enable local login using the login local line configuration mode
command to require local authentication for SSH connections from the
local username database.

Enable the SSH using the transport input ssh line
configuration mode command.
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17217.99.11

Verifying SSH H.WE.’I?.EIQ.E*I 5

Operation

BB PuTTY Configuration -l
= Session Basc optons for your PuTTY sesson
ki Logang Specily the destination you want to conned to
sminal Host Hame for IP address) Port
““"b""' 172.17.55.11 a2
Festes Connechion type:
= Window O Raw (D Telnet ) Rlog @ ) Seanl
Fmami Load. save or delete a stored sesson
Trarsiation Saved Serpony
Selection
bomen | [ i)
Data | Save |
Proogy )|
Teinet Dglgte |
I‘hﬂ'l |
[+ SSH
Sensl Cloge window on exll-

C Mways ' Newer 2 Ordy on clean s

L Open || Comce




1

$172.17.99.21

72.17.99.11 - PuTTY

Login as: admin

Using keyboard-interactive
authentication.

Password:

Sl>enable
Password:
S1#

172.17.99.11




Verify SSH Status and Settings

172.17.99.11

»172.17.99.21

S1# show ip ssh

SSH Enabled - wersion 2.0

Zuthentication timeout: 90 secs; Authentication retries: 2
Minimum expected Diffie Hellman key size : 1024 bits

I0S Keys in SECSH format (ssh-rsa, base6d encoded):

ssh-rsa
AAAAB3NzaClycZEAARADAQABARARAGQOCALksVzZ2Q0lREscZt2f2s5cJHbW3aMDM8
/8jg/srGFNL

i+f+qIWwxt26BWmy694+6ZIQ/j TwUEIVN1IQhI8GUOVIUKNGVMOMt Lg8Ud4qAiLbGIfAa
P3fyrEmViPpO

e0Zof6tnKgKKvJz18Mz22XAf2u/7Jq2 JTnEFXycGMOB80UJQL3Q==

S1# show ssh

Connection Version Mode Encryption Hmac State Username
0 2.0 IN aesZ256-cbc hmac-shal Session started admin
0 2.0 QUT aesZ256-cbc hmac-shal Session started admin
$No SSHv]l server connections running.

S14#




Security Concerns in LANs

109



Switch Vulnerabilities

® Switches are vulnerable to a variety of attacks including:
Password attacks
DoS attacks
CDP attacks
MAC address flooding
DHCP attacks

® To mitigate against these attacks:
Disable unused ports
Disable CDP
Configure Port Security
Configure DHCP snooping
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Password Attacks

® How to protect against brute force password attack?
Use strong passwords.
* Change them regularly.
Use ACLs to control which devices are able to access vty lines.
Use network security tools for audits and penetration testing.

® How to protect against DoS attack?
Update to newest 10S version.

® Disable unused ports. 111



Disable Unused Ports and Assign to an
Unused (Garbage) VLAN

S1 (config) #int range fa0/20 - 24
S1 (config-if-range) # switchport access wvlan 100
S1 (config-if-range) # shutdown

SLINK-5-CHANGED: Interface
administratively down
SLINK-5-CHANGED: Interface
administratively down
SLINK-5-CHANGED: Interface
administratively down
SLINK-5-CHANGED: Interface
administratively down
SLINK-5-CHANGED: Interface
administratively down

S1 (config-if-range) #

FastEthernet0/20,
FastEthernet0/21,
FastEthernet0/22,
FastEthernet0/23,

FastEthernet0/24,

changed
changed
changed
changed

changed

state

state

state

state

state

to

to

to

to

to
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Leveraging the Cisco Discovery Protocol

Discovery Exchange
-IP address

* Device type
*Link ty pe
= Device name

Cisco
- Discovery

e —

Cisco

H'\\
il

Discovery
Frotocol

=]
Cisco Clsco
Dizcovery Discovery
Protocal Protocaol

® The Cisco Discovery Protocol is a Layer 2 Cisco proprietary protocol
used to discover other directly connected Cisco devices.

It is designed to allow the devices to autoconfigure their
connections.

® |If an attacker is listening to Cisco Discovery Protocol messages, it
could learn important information, such as the device model or the
running software version.
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Leveraqing the Cisco Discovery Protocol

CDP Attacks

{Untitled) - Yireshark
file Edt ‘ew Go Caphwe Anabee  Statistics  Heip
DU N BEXZ2E Aes*29T2BB Qaan FER % B
Elter: 1 v Epression.. Clexr tpply
Tipne Source Déstination Protocol - Irfo

131 9& 6?46?1 192 168.1.10 152,168.1.255 HENS n:-istrat1un NB_ KTHﬂRHTﬂ-hkP:iF:
= - - BTk CORANTR/DTR/PAD '__ MO O " .

183 91.423618 192.168.1.10 192.168.1.255 T NBMNS RGgISTrarion NE KTHORNTOAGRATs
184 92.013391 (Cisco_9e:93:03 Cisco_9e:93:02 LooP rReply o
}ﬁﬁ G2.173902 1?2.163.1.10‘ 1_92.153.1.255 HBNS Registration mB K'I'HDRN'_I'O-H}&Fdf} P

iﬁj Wireshark captured the
software version from CDP
frame d be 0xd237]

Type: software vagsion (0x0005)

Length: 183

software version: Cisco 105 Software, C2960 Software [C2060-LANBASEK9-M), version 12,20(44)SE, RELEASE SOFTWARE (f<l)
Copyright (<) 1986-2008 by Clisco Systems, Inc.
Compiled sSat 05-)an-08 00:42 by welliu

Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M), Version
12.2(44) SE, RELEASE SOFTWARE (fcl)..

® Cisco recommends disabling CDP when it is not in use.
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Disabling CDP

S1 (config)# no cdp run
S1 (confiqg) #

S1 (config)# interface range fal0/l1 - 24
S1 (config-if-range)# no cdp enable

S1 (config-if-range) #exit
S1 (confiqg) #
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Mac Address Table

1.Learn — Examine Source MAC
address
UU nl?aSt FlOOdIng In table: Reset 5 min timer
nicas Not in table: Add Source MAC

Destination Address Source Address Type DATA FCS i
B address and port # to table

BBBB

2.Forward — Examine
Destination MAC address
In table: Forward out that port.

Mac Address Table Not in table: Flood out all ports
Port MAC Address except incoming port.

Not in table



MAC Flood Attack

® |If the attack is launched before the
beginning of the day, the Content
Addressable Memory (CAM) table would
be full as the majority of devices are
powered on.

® |f the initial, malicious flood of invalid CAM
table entries is a one-time event:

Can generate 155,000 MAC entries
per minute

“Typical” switch can store 4,000 to
8,000 MAC entries

Eventually, the switch will age out
older, invalid CAM table entries

New, legitimate devices will be able to
create an entry in the CAM .

Traffic flooding will cease

Q

=,
-

rel-analy.
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Mac Address Table

1.Learn — Examine Source MAC

Unicast Flooding address

In table: Reset 5 min timer
Unicast

Destination Address Source Address Type DATA FCS IS ) 215128 (el SRIEs e
) address and port # to table
BBBB _

2.Forward — Examine
Destination MAC address
In table: Forward out that port.

Mac Address Table Not in table: Flood out all ports
Port MAC Address except incoming port.

Not in table or table is full



Configure Port Security

1 1 11

® Port security allows an administrator to limit the number of MAC
addresses learned on a port.

If this is exceeded, a switch action can be configured.

® Configure each access port to accept 1 MAC address only or a
small group of MAC addresses.

Frames from any other MAC addresses are not forwarded.
By default, the port will shut down if the wrong device connects.
* It has to be brought up again manually. 129



Configuring Port Security

® Usethe switchport port-security interface command to
enable port security on a port.

Switch (config-if) #

switchport port-security [max value] [violation {protect |
restrict | shutdown}] [mac-address mac-address [sticky]]
[aging time value]

® |t is used to:
Set a maximum number of MAC addresses.
Define violation actions.

MAC address(es) can be learned dynamically, entered manually,
or learned and retained dynamically.

Set the aging time for dynamic and static secure address entries.
® To verify port security status: show port-security
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Port Security: Secure MAC Addresses

® The switch supports these types of secure MAC addresses:
® Static

Configured using switchport port-security mac-address
mac-address

Stored in the address table
Added to running configuration.
® Dynamic
These are dynamically configured
Stored only in the address table
Removed when the switch restarts
® Sticky
These are dynamically configured
Stored in the address table
Added to the running configuration.

If running-config saved to startup-config, when the switch restarts, the
interface does not need to dynamically reconfigure them.

Note: When you enter this command, the interface converts all the
dynamic secure MAC addresses, including those that were dynamically
learned before sticky learning was enabled, to sticky secure MAC
addresses. The interface adds all the sticky secure MAC addresses to
the running configuration.
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Port Security: Steps

To configure port security, follow the steps listed in the table.

Step | Description

1.




Port Security Defaults

Port Security Disabled on a port
Maximum # of Secure MAC 1
Addresses
Shutdown
Violation * The port shuts down when the maximum number of secure MAC

addresses is exceeded, and an SNMP trap notification is sent.

Sticky Address Learning

Disabled

® Secure MAC addresses can be configured as follows:
Dynamically (learned but not retained after a reboot)
Statically (prone to errors)
Sticky (learned dynamically and retained)
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Dynamic Secure MAC address

T T T O O O R T  AC CT N Catalyst 2980 ooy

® | earned dynamically
S1 (config-if)# switchport mode access

S1 (config-if)# switchport port-security

® By default, only 1 address is learned.
Put in MAC address table
Not shown in running configuration

® |tis not saved or in the configuration when switch restarts.
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Static Secure MAC address

® Static secure MAC address is manually configured in interface
config mode

S1 (config-if)# switchport mode access

S1 (config-if)# switchport port-security mac-address
000c.7259.0a63

® MAC address is stored in MAC address table

® Shows in the running configuration

® Can be saved with the configuration. 128



Sticky Secure MAC address

T U T S ST N N Catalyst J980 5o

® Dynamically learned and can be retained.
Sl (config-if)# switchport mode access
Sl (config-if)# switchport port-security mac-address sticky

You can choose how many can be learned (default 1).
Added to the running configuration

Saved only if you save running configuration.

Note:

When you enter this command, the interface converts all the
dynamic secure MAC addresses, including those that were
dynamically learned before sticky learning was enabled, to sticky
secure MAC addresses.

The interface adds all the sticky secure MAC addresses to the
running configuration. 129



interface FastEthernet0/2
switchport mode access

Sets the interface mode as access; an interface in the default mode (dynamic
desirable) cannot be configured as a secure port.

switchport port-security
Enables port security on the interface
switchport port-security maximum 6

(Optional) Sets the maximum number of secure MAC addresses for the interface. The
range is 1 to 132; the default is 1.

switchport port-security aging time 5
Learned addresses are not aged out by default but can be with this command. Value
from 1 to 1024 in minutes.

switchport port-security mac-address 0000.0000.000b

(Optional) Enter a static secure MAC address for the interface, repeating the
command as many times as necessary. You can use this command to enter the
maximum number of secure MAC addresses. If you configure fewer secure MAC
Iaddresdses than the maximum, the remaining MAC addresses are dynamically
earned.

switchport port-security mac-address sticky
(Optional) Enable stick learning on the interface.
switchport port-security violation shutdown

(Optional) Set the violation mode, the action to be taken when a security violation is
detected. (Next)

NOTE: switchport host command will disable channeling, and enable access/portfast
Switch (config-if)# switchport host
switchport mode will be set to access '
spanning-tree portfast will be enabled
channel group will be disabled
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10BaseT

10 n i1

G CHCCCICICCCIC

Port Security: Static
Addresses

Abbreviated

MAC = —i] [= —on
addresses ' | ' I

Switch (config)# interface fa 0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

switchport port-security maximum 3

switchport port-security mac-address 0000.0000.000a

Switch (config-1f

(
(
(

Switch (config-1f
(
( switchport port-security mac-address 0000.0000.000b
(

)
) #
Switch (config-if) #
) #
) #

Switch (config-if switchport port-security mac-address 0000.0000.000c

® Restricts input to an interface by limiting and identifying MAC
addresses of the stations allowed to access the port.

® The port does not forward packets with source addresses outside the
group of defined addresses.
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Port Security: Violation

® Station attempting to access the
port is different from any of the
identified secure MAC addresses,
a security violation occurs.

-

Unauthorized
MAC address—
access denied

2>

I 0010.f6b3.d000
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Port Security: Violation

Switch (config-if) #switchport port-security violation
{protect | restrict | shutdown}

® By default, if the maximum number of connections is achieved and a
new MAC address attempts to access the port, the switch must take
one of the following actions:

® Protect: Frames from the nonallowed address are dropped, but there
is no log of the violation.

® Restrict: Frames from the nonallowed address are dropped, a log
message is created and Simple Network Management Protocol
(SNMP) trap sent.

® Shut down: If any frames are seen from a nonallowed address, the
interface is errdisabled, a log entry is made, SNMP trap sent and
manual intervention (no shutdown) or errdisable recovery must be
used to make the interface usable.
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DHCP Response

DHCP Attacks

Corporate
DHCP Sarver

Altackaers
Rogue DHCP
Server

® DHCP is a network protocol used to automatically assign IP
information.

® Two types of DHCP attacks are:

DHCP spoofing: A fake DHCP server is placed in the network to
issue DHCP addresses to clients.

DHCP starvation: DHCP starvation is often used before a
DHCP spoofing attack to deny service to the legitimate DHCP

server.
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DHCP Review

TCF/IP Properties

Bindings | Advanced | MetBIOS
[MS Configuration | G ateway I WINS Configuration  IP Address

An IP addrezs can be automatically aszigned to this computer.
|F wour network does not automahically azzign |P addresses, azk
wour network. adminiztrator for an address, and then tope it in
the space below.

¢ ‘Obtain an |P address automaticalls

—i" Specify an |P address:

| Adrees: | i ; : |

Sutrethl aste | . . i |

Serverl

Cancel

o |

@ Discover DHCP servers

il

Request configuration
from selected server2

Servers offer IP address and config info

Collect offers,
and select one

-

Client is
configured

Lease time

nears expiration @
Request lease renewal

Client finished
with IP address

-

+

h

Release IP address @

A -

l

L i

Server2

Wil

|
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DHCP Spoof Attacks

Hereyougo, I oo bHCP g

might be first!” Attacker
(Rouge)

“| can now
forward these on
to my leader.”
(Rouge)

“Here you go.”
(Legitimate)

Legitimate
DHCP Server

Client

010G_570

“I'need an IP
address/mask, default
gateway, and DNS
server.”

“Got it, thanks!”
“Already got the info.”

All default gateway
frames and DNS
requests sent to
Rogue.
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Attacker

Solution:
Configure
DHCP

Snooping

Trusted

Legitimate
DHCP Server

® DHCP snooping is a Cisco Catalyst feature that determines which
switch ports can respond to DHCP requests.

® Ports are identified as trusted and untrusted.

Trusted ports: Host a DHCP server or can be an uplink toward
the DHCP server and can source all DHCP messages, including
DHCP offer and DHCP acknowledgement packets

Untrusted ports: Can source requests only. 139



DHCP Snooping

By default all interfaces are untrusted. Rogue DHCP g
Attacker ~

Client

S1 (config)# ip dhcp snooping Untrusted
S1 (config)# ip dhcp snooping vlan 10,20 S1

Untrusted

S1 (config) # interface gig 0/1 Trusted Trusted

S1(config-if) # ip dhcp snooping trust Gig0/1

S1 (config) # interface fa 0/0
S1 (config-if)# ip dhcp snooping limit rate 100

Legitimate
DHCP Server

F10P_115
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DHCP Snooping

Here you go,”l Rogue DHCP
might be first! Attacker

(Rouge)

x’ Client  «| heed an IP
address/mask,
Untrusted

~ > A default gateway,
and DNS server.’

Untrusted

’

Switch: This is an
untrusted port, | will Trusted 1
block this DHCP Offer” ‘

1,

Trusted

“Thanks, got it.”

~ T~

“Here you go.” N
(Legitimate) ‘
Legitimate
DHCP Server
- A Al Q
(l (l? é-

Switch: This is a trusted port, |

will allow this DHCP Offer”
141



Network Time Protocol
(NTP)

® Having the correct time within networks is important.

® Network Time Protocol (NTP) is a protocol that is used to
synchronize the clocks of computer systems over the network

NTP allows network devices to synchronize their time settings
with an NTP server.

® Some administrator prefer to maintain their own time source for
increased security.

However, public time sources are available on the Internet for
general use.

® A network device can be configured as either an NTP server or an
NTP client. 142



Network Time Protocol (NTP) (cont.)

MNTP Server MTP Client

610.1.1.1 s 143_1_1.12%

Rl (config)# ntp master 1

RZ (config)# ntp server 10.1.1.1

® R2 is configured as a NTP client, receiving time updates from the
server, R1.
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*® pPCo -
Physical | Config | Desktop | Software/Services

I'_'_._._ll—__'_'“-____-—-—-—'_'_lr_.:__-_—l

Command Prompt ™

PC»ssh -1 admin 172.16.99.11
Open

Password:




Managing Switch Configurations
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O CLEAR A SWITCH
= ALWAYS DO THE FOLLOWING TO CLEAR A SWITCH!!

S1# delete wvlan.dat
Delete filename [vlan.dat]?
Delete flash:/vlan.dat? [confirm]

S1# erase startup-config

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]

[OK]

Erase of nvram: complete

$SYS—-7-NV_BLOCK INIT: Initialized the geometry of nvram

S1# reload

Proceed with reload? [confirm]
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