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1. State
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Stateless
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Purple book, ch 22



Demo of stateless-ness
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How did this name get here?

Why is it gone now? (step 3)

L12_guessing_game_0 – problem
L12_guessing_game_1 – sessions
L12_guessing_game_2 – cookies



2. PHP Sessions
This is unique to PHP. 
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PHP $_SESSION
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What is PHP Session? 
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PHP Session
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Time for a demo...



Session start
• Start with session_start() 
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Creating new session vars
• Super easy!  $_SESSION is just a hash array. 
• Where does the $_SESSION global array come from???? 
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key value



Using Session variables 
• Super easy!  $_SESSION is just a hash array.
• But, remember, the key must exist in the hash or 

PHP throws an error. 
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if (isset($_SESSION['name'])) { $name = $_SESSION['name']; }  
$name = $_SESSION['name'] ?? ""; 



Removing stored session items
• Remove 1 var:

unset($_SESSION['name']);

• Remove entire session: 
session_destroy(); 
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Tricks
• I find tricky that I can have 3 variables for the same item: 

• $_POST – how the user defines the value  OR
$stmt->fetch()  - retrieval from MySQL

• $_SESSION – what I want to store and retrieve over & over
• $variable – what I want to use in the code 

• Why not use just 1? 
• Because there are 2 ways to get a value initially and a 3rd way to 

retrieve that value over and over.   I want 1 variable to use in the 
code. 

• So the logic goes like this:
• Is the program "state" at the place to initially get the value from 

POST or MySQL?  i.e. something is missing in $_SESSION 
• If so, get it (from POST or MySQL) and then put in SESSION array. 
• If not, then assign the PHP $var from SESSION key/value.  
• Throw an error if something unexpected happens. 
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init
restore

use



In class Demo 
Number guessing
L12_guessing_game_1.php
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3. Cookies
If you give a mouse a ...
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Cookies
• Persistent variables per client browser
• Key/values stored on the client
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PHP Session vs Cookies
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Using cookies
• Define:  setcookie(key,value);
• Use:  $value=$_COOKIE['key'];

• Of course, the key must be in the hash $_COOKIE, so use 
isset() and empty() and ?? as needed.   

• Time for a demo... 
L10_guessing_game_2cookie.php
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4. Security Measures
See Ullman (red) Ch 13. 
Password hashing
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Application: authentication and roles
• Apps need protections, users, authentication, & roles. 
• Enterprise apps must have different users with different 

roles:  admin, IT, power users, regular users, just view 
reports

• How does a user get a role? 
o User login with username & pw
o That userid is assigned the appropriate "role"
o The "role" can "do things" in the app
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l12 simple username role schema.sql

fact
dimension

dimension



No Plaintext pws
• We do NOT want to store plaintext passwords in our 

database.  
• If an external or inside-employee bad guy steals the 

database, they do not get the plaintext pws.
• We only store the HASHED password.

Spring 2022 S. Ruegsegger - Adv Web Dev 22

Do not store the plaintext pw

We do store the "one-way" hash



Use salt
• The salt is a random text string "added" to the pw.
• This makes the plaintext pw harder to "crack" via brute-

force methods. 
• It makes a single plaintext pw have thousands (millions) of 

alternative HASHES.  
o Even a powerful computer can't check millions of alternatives for 

each possible plaintext pw. 
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So, how do we do this? 
• password_hash() – used to hash the password; includes the salt, so 

"we" don't have to manage it.  Nice! 

• password_verify() – used to verify a password against its hash (also 
manages the salt so we don't have to).

• password_needs_rehash() – used when a password needs to be 
rehashed.

• password_get_info() – returns the name of the hashing algorithm and 
various options used while hashing.
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<?php
if (password_verify($password, $hash)) {

// Success! -> store in Session
}
else {

// Invalid credentials
}

from db

from user trying to authenticate

https://bit.ly/3ceS4V3
https://bit.ly/2xpBSBy

https://bit.ly/3ceS4V3
https://bit.ly/2xpBSBy


Code example 1: sql setup 
• Setup mysql table schema (IT) from the ERD 
• Use md5() function to create the hashed pw
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We don't want plaintext pws in a db!!!

l12 simple username role schema.sql



Code example 2: simple authentication
• Here is simple sql authentication, without salt, using md5 only. 
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1. Collect user and pw from user

2. The sql is prepped for them

3. The user vars are "bound" into the sql safely

l12_shoe_shop_4_authentication_setup



Code example 3: PHP authentication
• Here is the PHP-way to add users & pw 
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No plaintext pw

PHP function which manages the salt for us



Code example 3: PHP authentication
• Check the sql...
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Salt is part of the hash
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